DATA REQUIREMENTS

Introduction

As a part of our commitment to ensure integrity,
security, and full compliance in all aspects of our
projects, requirements related to data
management and protection of personal data have
been identified.

The terms outlined below are designed to clarify
our standards and requirements regarding data
processing and protection throughout the project
duration.

Compliance with the specified 13 domains in data
management and Personal Data Protection Law is
required in all relevant projects. These terms
encompass different dimensions of data
management through standards and policies,
ranging from data governance and quality to
processes and compliance with Personal Data
Protection Law.

It is important to note that while all 13 domains and
provisions of the Personal Data Protection Law are
included in these clauses, their applicability may
vary depending on the nature of each project and
its requirements. Therefore, vendors are expected
to assess the relevance of each domain to their

specific project context and ensure compliance

accordingly.

Section 1: Data Management Standards
Introduction

Data Management and Personal Data Protection
Standards issued by SDAIA cover 15 domains of
data management, including the entire data

lifecycle from creation, storage, and use to
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disposal. The first 13 domains are applicable within
the context of this Manual when preparing RFP

templates.
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Description of Data Management Domains

14.Data Governance: Data governance helps
manage data assets within entities by
establishing a data plan, developing controls
and policies, and ensuring implementation
and compliance.

15.Data Catalog and Metadata: Focuses on
enabling effective access to high-quality and
integrated metadata. It supports access to
metadata using an automated data catalog
tool as Entity metadata reference point.

16.Data Quality: Focuses on improving the
quality of an Entity data, ensuring that data
is fit for purpose and meets business
requirements.

17.Data Operations: Focus on the mechanism
for storing data on devices and media that
are subject to the necessary measures to
make data readily available.

18.Document and Content Management:
Document and content management
involves preserving and developing data
and information through digitization,
exchange management, and access

19.Data Architecture and Modelling:
Data Architecture and Modelling focuses on

establishment of formal data structures and
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data flow channels to enable end to end data
processing across and within entities.

20.Reference and Master Data Management:
Reference and Master Data Management
allow to link all critical data to a single
master file, providing a common point of
reference for all critical data

21.Business Intelligence and Analytics:
Business Intelligence and Analytics focuses
on analyzing Entity data records to extract
insight and to draw conclusions about the
data that has been uncovered.

22. Data Integration and Sharing: Data sharing
and integration involves collecting data from
different sources and includes integration
solutions that leverage the data sharing
mechanism.

23.Data Value Realization: Data Value
Realization involves the continuous
evaluation that enables Government
Entities to benefit from data that
generates revenue or reduces Entity
operating costs.

24.0pen Data: Open Data focuses on Entity
data which could be made available to
enhance transparency, accelerate
innovation, and foster economic growth.

25.Freedom of Information: Freedom of
Information domain focuses on providing
citizens with the right to access and obtain
public information related to Entity work.

26.Data Classification: Aims to classify data
levels,

into predetermined determining
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handling mechanisms for each level, after
concluding an impact assessment of
unauthorized disclosure of data or its

content in violation of applicable laws.
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Note: Government Entities shall require vendors to
adhere to Data Management and Personal Data
Protection Standards to ensure data integrity and
security during the project duration.

Please refer to the full document available at the

following link: Laws & Regulations (sdaia.gov.sa)

Section 2: Data Governance Policies
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Introduction:

Data Governance policies encompass four
domains: (Data Classification Domain, Data
Sharing Domain, Freedom of Information Domain,

and Open Data Domain).
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Data Classification Domain

This policy outlines the appropriate data
classification based on an impact assessment of
unauthorized disclosure of data or its conten. It
further defines the mechanisms for accessing and
handling data in accordance with its classification
level (Top Secret, Secret, Restricted, Public).
-Note:

The Government Entity shall pre-classify project-
related data and determine the overall project
classification level in accordance with the Data
Classification Policy issued by SDAIA prior to
sharing such data with the relevant vendor.
controls shall be

Thereafter, appropriate

established to ensure the protection of the same,
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as outlined in the policy and without prejudice to
relevant laws and regulations.
*Annex 2 provides a tool to assist in data
classification by identifying the impact of disclosing

or unauthorized access to such data*
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Data Sharing Policy

The Data Sharing Policy stipulates the general rules
that govern the process of sharing and exchanging
government entities data among other entities,
private entities, or individuals.

Freedom of Information Policy

The Freedom of Information Policy establishes the
rules governing the right to access or obtain public
information produced by government entities,
upholding the principles of transparency and
accountability.

Open Data Policy

The Open Data Policy establishes the general rules
that govern the mechanism for making available
and publishing a specific set of non-classified data

produced by government entities.
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Note: Government Entities shall require vendors to
adhere to these policies throughout the project
duration and comply with any policies that may be
issued in the future.

Please refer to the full document available at the

following link: Laws & Regulations (sdaia.gov.sa)

Section 3: Personal Data Protection Law

Introduction:
The Personal Data Protection Law (PDPL) serves as
framework for

the fundamental safeguarding
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individuals' personal data, guaranteeing their rights
and mechanisms for exercising them. It also

outlines the obligations of data controllers and
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processors to ensure compliance with the law's .Egj..i':.ajl
provisions throughout the project phases.
Key Provisions Pl j p

6. Data Subjects' Rights: Guarantees individuals'
rights to access, rectify, or erase their
personal data.

7. Data Controller and Processor Obligations:
Outlines the responsibilities to ensure lawful

processing, protection, and confidentiality of
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10.Penalties and Enforcement: Outlines penalties
for non-compliance with PDPL and the
enforcement mechanism.
Summary of PDPL Articles: :plaill slgo yaidle

o Article (1) Definitions: PDPL defines key terms
such as "Personal Data," "Processing,"

"Controller," "Processor," and "Sensitive Data."
e Article (2) Scope and Applicability: PDPL

governs any Personal Data Processin

undertaken within the Kingdom, encompassing any
processing of data

personal pertaining to

individuals in the Kingdom by any entity outside the
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Kingdom. The scope of applying PDPL excludes the
individual's Personal Data Processing for purposes
that do not go beyond personal or family use, as
long as the Data Subject did not publish or disclose
it to others.

Article (3) Without Prejudice to Other: Laws
PDPL does not prejudice any rights granted or
better protection provided by other Laws or
international agreements.

(4)

establishes

Article Data Subjects' Rights: PDPL

Data Subjects rights,
encompassing access to their data, the right to
be informed, and the right to rectify or erase
their data.

Articles (5-7) Consent and Processing: PDPL
necessitates Data Subject consent for
processing their personal data, outlining
specific conditions and exceptions. Consent
cannot be a prerequisite for providing a
service unless it is directly linked to data
processing.

Article (8) Choice of Processor and
Compliance: Controllers shall select
processors capable of complying with

PDPL and monitor their compliance.

Articles (9-11) Data Access and Collection
Restrictions: PDPL establishes systematic,
secure, and limited data collection practices.
Articles (12-14) Privacy Policy and Data
Accuracy: Controllers shall make their privacy
policy available and ensure the accuracy of

personal data.
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Articles (15-16) Disclosure Conditions:
Specifying the conditions under which
personal data can be disclosed and instances
where disclosure is restricted.

Articles (17-18) Data Rectification and
Destruction: PDPL outlines obligations and
timeframes for rectification and data
destruction controls.

Article (19) Data Protection Measures: PDPL
mandates implementing organizational,
administrative, and technical measures to
mitigate security risks of personal data
breaches.

Article (20) Personal Data Breach Notification:
PDPL outlines requirements for notifying
Stakeholders and Data Subjects of personal
data breach incidents.

Articles (22-24) Impact Assessment and
Special Provisions: PDPL mandates
conducting an impact assessment for personal
data processing and provides additional
protection for sensitive data.

Articles (25-27) Processing for Marketing and
Research Purposes: PDPL regulates the use of
personal data for marketing and research
purposes.

Article (29) Regulation of Data Transfer and
Disclosure: PDPL outlines the regulations and
requirements for data transfer and disclosure
outside the Kingdom.

Articles (30-33, 37-43): Supervision and
Compliance: PDPL outlines the role of the
competent the

authority in overseeing
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implementation, monitoring compliance, and
enforcing PDPL, including penalties for non-
compliance.

e Articles (31, 42-43) Record Maintaining and
Implementation of PDPL: Controllers shall
maintain records of personal data processing,
and PDPL sets out timeframes for its
implementation. Controllers shall maintain

records of personal data processing
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Note:

Government Entities shall require Vendors to
comply with PDPL and its regulations provisions
during the project duration, in addition to
complying with any future amendments or updates
to PDPL and its regulations.

Please refer to the full document available at the

following link: Laws & Regulations (sdaia.gov.sa)
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Annex 2

Attached is a tool to assist in data classification by
identifying the impact of disclosing or unauthorized
access to such data.

Data Classification
Tool.xlsx

il GaLall
cagisai le ackui 8lsl olisl Gapall 4 ogaai
abasadl Gle wiijioll fill sysai Gapa ge calibudl

lgall ggpirall jié Jguagll gl ulilall 0im e

dgoLiyiwl 81531
Sl casad) xlsx




